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d i r e c t o r ’ s  m e s s a g e

A
s we rejoice at the beginning of another new year, I would like to wish all our readers a 
Happy New Year. I hope that 2015 was a wonderful year for you. At TUM Asia, the past 
year was an eventful one and we concluded the year with much positivity. On that note, we 
kick off this issue by reflecting and celebrating the positive experiences from the past year.  
 Every year, the months leading to the end of the year is what our final year 

Bachelor students look forward to experiencing. This is a special time for them as they are 
able to travel to Munich, Germany, for their final semester of overseas exchange. We had the 
opportunity to catch up with five of our Bachelor students while they were completing their 
Bachelor thesis at TUM. Despite their busy schedules, they made time to visit different parts of 
Germany and Europe with their classmates. Read more about their experiences from pages 4 to 9.  
 For first year student Leroy Tang, 2015 was a special year for him. He was awarded the TUM 
Asia SG50 scholarship, which was able to help cover his education expenses and allow him to study 
full-time with TUM Asia. Although a German education has been positively challenging for him, 
this is where he wants to be in order to reach his full potential. To read his interview, flip to page 14.  
 Giving back to the community through science and technology is not limited to what TUM does. 
TUM Asia hosted its first research symposium in collaboration with the German Academic Exchange 
Service (DAAD). Prof. Werner Lang from TUM was the keynote speaker of the research symposium, 
which covered on the topic of sustainable buildings in Singapore. Prof. Lang’s most well-known project, 
the NexusHaus, is a prototype house that is completely sustainable and degradable over time. With 
that, the DIGEST team spoke to him to find out what his views were on applying the NexusHaus 
technology to SIngapore’s building infrastructure. You can turn to pages 16 and 17 to read more.  
 As we celebrate the beginning of a new year, I would like to thank our readers, alumni, students, 
and partners alike who have supported us throughout the years. We would like to inform you that with 
the release of our online alumni newsletter, Verbinden, we will be launching our DIGEST newsletter three 
times a year. With that, we look forward to your continued support and anticipate greater successes 
together! May you have an enjoyable read. 

Yours Sincerely,

Dr. Markus Wächter
Managing Director, TUM Asia
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F E A T U R E

 H a l f w a y  A c r o s s  T h e  W o r l d

As each TUM Asia student enters the final semester of their academic journey, 
they travel to TUM’s campus in Munich, Germany, for their Overseas Immersion 

Programme (OIP). They spend the majority of their time completing their 
Bachelor thesis during their three to five month stay. In this issue, the DIGEST 

team catches up with five final year Bachelor students to learn more about their 
experience in Europe.

Gajakugan
Bachelor of Science in 
Chemical Engineering

Lau Xiao Qian
Bachelor of Science in 
Chemical Engineering

Muhammad Fauzy Bin 
Hasbollah 
Bachelor of Science in 
Chemical Engineering

Gwendolyn Tan  
Bachelor of Science in 

Electrical Engineering & 
Information Technology

Alvin Chew
Bachelor of Science in 

Electrical Engineering & 
Information Technology
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Can you sum up your OIP experience in one word and 
tell us why you chose this word? 

Alvin: Intriguing. We are like babies in a whole new 
environment, absorbing and learning from our 
experiences. We were exposed to new things every 
day, ranging from challenging situations to simple 
lifestyle and cultural habits. At the same time, we are 
able to meet people from different countries.

Fauzy: Phenomenal. The experience of staying abroad, 
managing finances and time independently, while 
squeezing short overseas trips over the weekends 
were exceptionally amazing. Furthermore, we learned 
to adapt to the cold weather conditions and enjoy the 
different weather seasons.

Gaja: Opposite. During my communications with the 
locals, things I would consider normal for Singapore 
were completely different in Germany. In Germany, 
I discovered that stores close by 8pm on weekdays 
and they do not open on Sundays, unlike Singapore 
where stores do not close early on a daily basis. When 
crossing the road, we have to look to the left instead 
of usually looking right. 

Gwendolyn: Memorable. There were many things that 
I did for the first time, such as climbing a mountain, 
experiencing snow and attending Oktoberfest. One 
memorable experience I had was when the lift in our 
residential building was not in operation when we 
arrived in Munich. Some people offered to help us 
carry our luggage up the stairs and I was grateful for 
the hospitality they showed us.

Xiao Qian: Fun-filled. It opened up my mind to see the 
profound beauty of people around me. I discovered 
the warmness from my classmates, who became my 
roommates and travel buddies. The memories I had 
with them will stay with me for a lifetime. 

Tell us about your experience with the German 
language. 

Alvin: We managed to pick up basic German like how 
to say “hello”, “bye”, “thank you” and “welcome”, 
along with some numbers. 

Fauzy: I picked up German via Youtube videos to 
learn the basics, which made it easier to communicate 
with the locals. Nevertheless, getting around Munich 
was not much of a problem with the availability of the 
Internet. 

Gaja: Though I am not fluent enough, knowing the 
basics of the language helped. I was able to pick up 
the main points of what the locals are trying to convey. 
It was helpful when talking with the elders as most of 
them only speak German.

Gwendolyn: I had no knowledge of the German 
language. However, most of the people I encountered 
in Munich spoke English, but for those who did not 
speak English, we communicated through hand 
gestures.

Xiao Qian: I did not learn German, however the 
friendliness of the people made it less challenging. 
It would have helped to learn some basic German 
conversational phrases to make communication 
easier. 

Alvin (second from right) together with his classmates in Finland

“

“

Our OIP experience was phenomenal.   
The experience of staying abroad, 
managing finances and time 
independently, while squeezing short 
overseas trips over the weekends were 
exceptionally amazing.

Muhammad Fauzy Bin Hasbollah
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Were you impressed by the TUM campuses? 

Gaja: Yes! The parabola slides are one of my highlights. 
Located inside the Mathematics building, you slide 
from the fourth to the first floor in a few seconds. It 
never fails to perk me up after a bad day.

Gwendolyn: I was definitely impressed as on campus, 
we pay for food using our student card and this was a 
convenient way to purchase food especially with the 
long queues during lunch time. We can just tap and 
go!

Xiao Qian: I was impressed by the laboratories at the 
campus, which had a wide range of technology that is 
relevant to the industry, many of which I have not yet 
used in Singapore. 

Each student chooses a topic of their interest for their 
Bachelor thesis. How does your thesis topic affect the 
way we live or play?

Alvin: I worked on a part of a big algorithm which 
enables future robots to move exactly like humans. 
For example, to pick up things and to be able to 
make the right decisions, among others. This was 
done through analysing and research control through 
Gaussian process models. 

Fauzy: My thesis topic allows new equipment and 
processing methods to be developed for the industry. 
I was able to research on that through the study of 
fluid dynamics in a rotor-stator spinning disk reactor 
by utilizing the Computational Fluid Dynamics (CFD) 
simulation. 

Gaja: Waste gases pose a threat to our environment 
and I wanted to research on how carbon dioxide can 
be absorbed from waste gases. Thus, I worked on 

“ “

It  was memorable as there were many 
things that I did for the first time, such 
as climbing a mountain, experiencing 
snow and attending Oktoberfest.

Gwendolyn Tan

Gaja (second from left), enjoying the outdoors with classmates and friends
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the synthesis of bi-functional silica-oxide spheres. 
Further modification to these spheres can result in 
converting waste gases to methanol, which is a useful 
substance.

Gwendolyn: I wanted to improve the efficiency of 
power stations so that the Zimbabweans will not have 
to experience frequent power cuts. My thesis allowed 
me to analyse the cause for power cuts in Zimbabwe, 
Africa, and come out with solutions to improve on 
power supply. 

Xiao Qian: With the increasing demand in biofuel 
markets, I researched on the sustainable production 
of biofuels for high value applications in the cosmetics 
and chemical industry. This would contribute to a 
more sustainable future while using biotechnology 
solutions to deal with global environmental issues.

What do you enjoy about Munich? 

Gaja: Having lived in sunny Singapore my whole 
life, experiencing winter was a great and welcoming 
change. The first snowfall started in November and it 
was really exciting for me. There are a range of activities 
you can do in Munich, such as hiking or taking trips to 
historical places such as Neuschwanstein Castle.

Gwendolyn: The weather is very nice. Europe’s 
largest water theme park, Therme Erding, is located 
in Munich. Not only do they have indoor slides, you 
can also drink beer in the pool!

Xiao Qian: I enjoyed the bonding time with my 
classmates. We did everything together from going 
to school, studying, grocery shopping to cooking 
dinner and travelling. My favourite attraction would 
be the Oktobfest in Munich. Beer tents were set up 
everywhere to serve beer and everyone dressed up in 
their Bavarian outfits to compliment the mood.

Xiao Qian (bottom right) with her classmates at Oktoberfest 2015
Oktoberfest is a beer festival and travelling funfair held annually in Munich, Germany from late September to the first weekend in October

Photos: Alvin, Fauzy, Gajakugan, Gwendolyn, Xiao Qian

Fauzy (right) was able to experience hang gliding in Europe 

“ “

Save as much as you can so that you can 
embrace the full experience in Germany. 
Give yourself a chance to step out of 
your comfort zone. 

Alvin Chew
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Gwendolyn: I will definitely miss this university journey 
as this is the last phase as a student, studying for exams 
with my classmates and going for school events. I have 
learnt to be more independent and I am glad that we 
had the opportunity to do our thesis in Munich. 

Xiao Qian: It has been inspiring to undertake an 
engineering course at TUM. The education I received 
has not only provided me with an enriching experience, 
but it would also prepared me for my future career.  

How would you compare your Junior College or 
Polytechnic experience to your university experience? 

Alvin: For me, my Polytechnic experience is 
surprisingly similar to my University experience, just 
that the materials are more complex and you are able 
to meet a wider variety of people. 

Fauzy: University is more challenging. However, the 
non-existence of the bell-shape curve for grades 
enables the cohort to work and help each other out 
without much competition, unlike in Polytechnic. 
Staying together with classmates when we were in 
Munich gave us the opportunity for more productive 
study sessions without time barriers or constraints.

Gaja: Although my Polytechnic experience was 
more practical, at TUM, I was taught the theoretical 
knowledge behind the work and this allowed me to 
further understand the processes used. 

Xiao Qian: University trained us to be inquisitive and 
resourceful by taking charge of our own learning. 
Studying in Germany made me realise that the locals 
are passionate about what they do. This spurred 
my interest to discover more on my own during my 
research for my thesis.

Can you share an interesting experience that you 
encountered during your time overseas?

Alvin: Most of our road trips involved us having to 
drive and we have driven alongside with reindeers. It 
was interesting as I was actually fighting the right of 
way to be on the road with them as they might steer 
into your lane while you are cruising. While flashing 
our headlights made them aware of us, I was afraid 
that some of them might get hostile and ram our car. 
It is indeed an experience I would never forget.

Fauzy: The most interesting experience was the 
mutual trust between the transport providers and the 
public commuters. There are no gates or barriers to the 
train stations as you would typically find in Singapore. 
Anyone can get on and off the train without a ticket. 

Now that you are coming to the end of your education 
journey, what thoughts do you have looking back at 
your experience? 

Fauzy: Every journey has its own painful moments as 
well as wonderful memories. I must say that I have 
pretty much enjoyed my university education and 
proud to have completed it. 

“ “Having lived in sunny Singapore my 
whole life, experiencing winter was a 
great and welcoming change. 

Gajakugan
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Photos: Alvin, Gaja, Gwendolyn, Xiao Qian

What advice would you give to your juniors who will 
go to TUM next year?

Alvin: Be a sport and experience all you can within 
these three months. Give yourself a chance to step 
out of your comfort zone. Lastly, save as much as you 
can while you are in Singapore. Try not to compromise 
your chance to embrace a full experience in Germany. 

Gwendolyn: Start your research on your thesis topic 
before going to Munich so that you will not feel too 
lost on the first day of your thesis. Try to explore more 
places in the earlier stage of your thesis period as you 
may not have enough time to do so towards the end 
of your thesis.

What advice would you give to those considering a 
German university degree?

Fauzy: Studying in an accelerated education 
programme is challenging, but it can be a painless 
journey. Although you might face difficulties along 
the way, persevere, study hard and smart. Play hard 
and enjoy yourself during your free time. 

Gaja: Pressure will become a friend. However, make 
time for things you are passionate about, meet 
friends, go out with family, attend camps/workshops 
to improve yourself or to help others. Do not reach a 
point where your only memories of university life are 
of yourself looking down at your textbook.

Xiao Qian: Stay self-motivated! You will discover skills 
within yourself that you would not realise until you 
finally accomplished your journey. Studying aboard is 
a great lifetime experience of learning and creating 
lasting friendships! 

“

“

My OIP trip opened up my mind to see 
the profound beauty of people around 
me. I discovered the warmness from my 
classmates, who became my roommates 
and travel buddies. The memories I had 
with them will stay with me for a lifetime. 

Lau Xiao Qian

Gwendolyn (bottom right) with her classmates
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A
t TUM Asia, the Student Management 
Committee (SMC) works on one purpose; 
to integrate and connect the students 
from the different degree programmes. 
Despite their busy schedules, one of 

their tasks as the SMC involves planning enriching 
activities for the student body. Their efforts allow 
the students from the different cohorts to bond with 
one another, which is challenging to come by when 
everyone has different schedules. At the same time, 

they continuously facilitate the sales of TUM t-shirts 
and hoodies to the student body and assisted to 
hand out study packs to help students during the 
exam period. Most importantly, they represent the 
voices of the students and facilitate communication 
between the student body and the university.  
 Every year, new committee members are 
selected to allow a different group of students to 
have a chance to participate in leadership roles. 

Managing By Example

Photos: Playground Pictures TUM Asia SMC, TUM Asia
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The efforts of the SMC allows the student body to build a sense of identity and deepen the bonds with one another through common 
experiences such as fun events.

Integrating The 
Student Body 
Through Shared 
Experiences
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W
hat will the future of robotics look like? 
According to Prof. Dr. Gordon Cheng, 
Professor and Chair of Cognitive 
Systems, Institute for Cognitive 
Systems (ICS) at Technische 

Universität München (TUM), the possibilities of 
robotics are endless but innovation will take time.  
 On the 2nd of November 2015, TUM Asia 
held a scientific talk titled “Realising Robotic 
Innovations From Neuroscience” at the Shangri-la 
hotel in Singapore. The speaker, Prof. Cheng, has had 
many years of experience in the robotics industry, 
largely focusing on projects that create robots 
that are close to real humans, which is in turn very 
beneficial to let these robots study human behaviour. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
  

 When humans and robots interact with 
one another, one main challenge that robots 
have is being able to simulate human behaviour.  
 Wanting to include touch in robotics spurred 
him on the path of artificial skin, which has a lot 
of impact in our lives and the industry, such as in 
automation and entertainment. “I could not find any 
tactile skin that I was satisfied with enough to put on 
my robot as artificial skin, so I started researching on 
human skin and then started from scratch to build our 
own skin. Pre-touch and temperature are important 
components of skin and we wanted our artificial skin 
to be able to reflect that”, mentioned Prof. Cheng. 
 The most famous project that Prof. Cheng has 
done to date – Walk Again Project – was started in 
2008. The idea was to build a brain assistive machine 
which is human-like, that would allow a disabled 
person to walk again. The artificial skin is used to feel 
and then send feedback to the patient. The project 
was a huge success and it allowed an exoskeleton to 
be built. This enabled a paralysed person to be able 
to make the first kick off at the 2014 Fifa World Cup. 
 The dinner talk was attended by reputable 
guests in the education and industry and meant to 
foster interaction as well as the academic transfer 
and exchange of knowledge between Germany and 
Singapore. The knowledge shared by Prof. Cheng was 
extremely insightful and showcased the possibilities 
and the growth potential of the robotics industry.

“Realising Robotics Innovations”

“

“

I was happy that I could make a 
humanoid robot but at the same time, 
I felt something was lacking. The robot 
cannot feel. But the idea of touch to a 
human is part of our everyday lives as 
every interaction we do includes touch.

Prof. Dr. Gordon Cheng
Professor and Chair of Cognitive Systems, Institute for 
Cognitive Systems (ICS), Technische Universität München 
(TUM)
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At TUM Asia, students do not just study! Outside of their classes, they spend 
their time engaging in exciting activities. We asked our students to show us the 

fun activities that they participate in when they are not at school. Check out 
what they were up to! 

# W h a t I D o A t T U M A s i a

Photos: Anand Suren, Mei Xi

Jungle trip and hiking in MacRitchie Trial with our industrial chemistry family. 
#WhatIDoAtTUMAsia
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What was your previous academic background? Did 
it play a role in your decision to pursue your current 
degree programme?

Leroy:  I studied a Diploma in Electronics Computer 
and Communications at Nanyang Polytechnic. During 
that time, I was taking part in Worldskills Singapore 
and I was influenced by my coaches and my partners. 
My interactions with them spurred my growing 
interest in the electrical engineering fields.

How did you hear about TUM Asia? 

Leroy:  I was applying for various universities and 
I stumbled across TUM Asia. As TUM Asia offers 
German degrees, I was drawn to what they could 
offer me with their engineering degrees. I have great 
respect for German engineers and their technology. 
Thus, I decided to apply for TUM Asia and here I am 
today.

What were your expectations of a German 
education? Does the education at TUM Asia meet 
your expectations, and why? 

Leroy:  Everyone can attest that Germany is well-
known for engineering. Thus, learning from the best 
in the industry would definitely be a challenge. Not 
only did it meet my expectations, but it also brought 
a new meaning to my concept of education. All of 
our modules were intense, both in content and time-
wise. We were rushing to catch our breaths at every 
module. However, it was through these times that our 
class was able to bond well with one another, which I 
thoroughly enjoyed.

How has receiving the TUM Asia SG50 Scholarship 
impacted your education?

Leroy:  As higher education nowadays comes with a 
hefty price tag, it can be a huge expense to for my 
parents. I also wanted to relieve my parents financial 
burdens. Receiving this scholarship has allowed me to 
do that and concentrate on my studies.

As a student starting your first year in university, 
was it a challenge for you to make new friends? How 
did you overcome this challenge?

Leroy:  I guess I would consider myself as an extrovert 
and I am able to start conversations with people easily. 
It worked out in my favour as I did not encounter that 
much issues with regards to meeting new people and 
making new friends. 

Have you been able to get involved in extra-
curricular activities since starting school? 

Leroy:  I joined the entrepreneurship club as a junior. 
Right now, I am helping out in the SG100 event, 
which will be held in collaboration with various other 
universities and polytechnics. On another note, some 
of my classmates and I are working to set up an Animal 
Welfare Club in SIT. 

Not too long ago, you were once a pre-university 
student searching the right university. What positive 
advice would you have given yourself?

Leroy:  Just do it and do not hesitate! Although 
studying in university might be very different, it will 
definitely lead you to a better place!

First year student, Leroy Tang, is currently pursuing his Bachelor of Science 
in Electrical Engineering & Information Technology. In this issue of DIGEST, he 

shares on how his background motivated him on his educational journey. 

T h e  P a t h w a y  T o  M y  A m b i t i o n

Photo: TUM Asia
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S U S T A I N A B L E  H O U S I N G  I N  S I N G A P O R E

 Prof.  Werner Lang

Photo: TUM Asia

One of your most exciting projects to date would be 
the NexusHaus project. How can the technology from 
NexusHaus be incorporated to building infrastructure 
in Singapore?

Prof. Lang: The main strategies of the NexusHaus are 
linked to the Cradle to Cradle approach, which includes 
three main principles: ‘Use current Solar Income’, 
‘Waste equals Food’ and ‘Celebrate Diversity’. With 
regard to ‘Use current Solar Income’ the objectives 
are twofold: A) The energy demand of the building 
is reduced by a high-performance building envelope. 
B) The building relies on environmental energies 
(solar energy) to produce electricity, which helps to 
run a heat pump, which can produce warm or cold 
water. This can be easily applied in Singapore’s sunny 
climate.

Furthermore, an important characteristic of the 
NexusHaus is the use of rainwater to produce drinking 
water, which can be used for washing dishes, clothes, 
the irrigation of the plants and therefore for food 
production. The used water is then processed through 
living systems to allow for closed cycles. Lastly, the 
use of materials allows for the pre-fabrcation of 
the house, utilizing renewable materials like timber. 
Through the concept of ‘Design for disassembly‘, the 

house is designed to allow it to be fully recycled at 
the end of its life. All these aspects combined with 
the flexibility and adaptability of the floor plan of the 
house to different user-needs, the aesthetic qualities 
of the house and the generous outdoor-spaces are 
further elements, which can be easily applied in 
Singapore.

With this trip being your first to Singapore, what are 
your thoughts about the buildings? Any particular 
building you found interesting?

Prof. Lang: Singapore is an extremely vibrant and 
exciting city with a wide range of architecturally 
outstanding buildings. What I admire the most are 
the the buildings that attempt to embrace the chance 
to complement the building’s interior qualities by 
liveable outdoor spaces, such as green courtyards, 
green facades and roofs. A prime example would be 
the building ‘Clean Tech Park One‘, which houses the 
‘Jurong Eco Garden’. It shows how Singapore bring 
back green systems into the city. Furthermore, I really 
enjoyed the historic buildings of Singapore, such as the 
ones on Emerald Hill, which demonstrate how climate-
related architecture can be highly functional and very 
beautiful at the same time. 

Recently, the DIGEST team had the opportunity to interview Professor Werner 
Lang, who was visiting Singapore to speak at a research symposium organised 

by the German Academic Exchange Service (DAAD) and TUM Asia.  
Prof. Lang was recently involved in a project which built a solarhouse that 

produces electricity, food and water.
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S U S T A I N A B L E  H O U S I N G  I N  S I N G A P O R E

 Prof.  Werner Lang
Have you came across infrastructures similar to those 
in Singapore during your travels to other countries?

Prof. Lang:  With regard to its infrastructure, Singapore 
stands out as it has a very successful and effective 
public transport system. As a visitor, I appreciate a 
highly efficient network of trains and buses, which 
allowed me to travel within the city with great ease 
and efficiency. I am sure the same is true for the 
residents of Singapore.

How can Singapore build more sustainable homes?

Prof. Lang: In comparison to the NexusHaus, the size of 
the residential buildings in Singapore is very different. 
However, some of the principles of the NexusHaus, 
such as highly efficient building envelopes, energy 
efficient cooling and ventilation systems, and heat 
recovery systems offer the potential for considerable 
energy savings. 

During the two-day ‘DAAD-TUM Asia Research 
Symposium 2015‘, I learnt that city officials are working 
on implementing these. In addition to that, Singapore is 
planning to expand the use of environmental energies, 
such as solar energy, to cover the energy demand of 
buildings in a more sustainable way. This could offer 
models to be adopted by neighbouring countries.

What are some opportunities and challenges for the 
future of sustainable buildings in Singapore?

Prof. Lang:  The on-going rapid growth of the city 
is a huge opportunity and a tremendous challenge 
at the same time. Continuous growth allows for the 
development and application of advanced facade 
and roof systems and energy-efficient mechanical 
systems, bringing the energy-consumption of the 
building sector down to a minimum. However, the 
pressure to build fast and affordable buildings does 
not leave much room for research and development. 

Therefore, Singapore must ensure the implementation 
of advanced, sustainable building technologies, which 
will in turn foster the role of Singapore as a leading 
nation for developing and implementing solutions for 
future-oriented building.

What are some of the sustainability trends that are 
practiced in the EU that other countries can easily 
adopt?

Prof. Lang:  Apart from very strict buildings regulations, 
such as the ‘Energy Performance of Buildings Directive 
(Directive 2002/91/EC, EPBD), Europe is increasingly 
investing in sustainable energy supply systems, such 
as wind and geothermal energy and photovoltaics to 
produce electricity in a sustainable way. 

By 2050, carbon emissions need to be reduced to 
less than 20% compared to the year 1990. Employing 
more combined heat and power generation systems 
will allow us to use fossil fuels efficiently. Applying 
this technique in Singapore allows electricity to be 
generated efficiently and in an integrated way.

Buildings account for almost 50 percent of the energy 
consumed in developed countries. How can the 
energy used and CO

2 
emitted to produce buildings 

be reduced?

Prof. Lang:  Fossil fuels are used to produce building 
materials and the energy needed to do this is known 
as ‘embedded energy’ or ‘grey energy‘. This includes 
the amount of energy needed to deconstruct and 
recycle the building’s materials once the building is 
at the end of its life-span. The amount of grey energy 
versus the amount of energy needed to operate the 
building can range between 20% to 50% or more.  This 
is dependent on the life-span of the building and the 
quality of the building construction and the building 
envelope. 

In order to reduce the amount of energy embedded 
in the building, we have to look for more sustainable 
solutions, such as the use of renewable building 
materials and new design and construction methods, 
such as ‘design for disassembly‘. These concepts 
ensure that the buildings are designed so that they 
can be easily constructed and deconstructed to 
allow the components and materials to be effectively 
reclaimed for further use or recycling.

Photos: NexusHaus.comCurrent design of the Nexushaus



Researchers have demonstrated that such attacks are possible, both with local access to the diagnosis port 
of the vehicle and remote access, e.g. via a cellular connections. The in-vehicle networks are in many cases 
not sufficiently segmented and only limited security measures are applied. Thus, the external gateways, such 
as infotainment systems or telematics units, are often the only defense against attacks. Once penetrated, 
an attacker typically has full access to all functions in the vehicle, including safety-critical functions, such as 
brakes, acceleration and in case of electric vehicles, the high-energy battery.

An additional attack vector to be considered by vehicle manufacturers and suppliers are the vehicle owners 
and operators. These often employ third-party surveillance tools, interacting with the vehicle, e.g. via the  
On-Board Diagnostics (OBD) port, typically allowing full access to the internal vehicle networks. In this 
category are, e.g., fleet management systems and OBD dongles supplied by car insurances. If these devices 
do not provide sufficient security, the protection mechanisms of other gateways can be easily circumvented. 
Such attacks have previously been demonstrated by researchers.

Car hacking is discussed controversially. Many argue that the (financial) motivation to attack vehicles is low and 
the required knowledge is high, thus making real-world attacks unlikely. However, modern cars collect large 
amounts of information valuable to an attacker. This includes location-based data and account information 
for apps and payment services in app-based infotainment systems, among others. Furthermore, ransomware 
could be a lucrative business for attackers. Here, the car is disabled until a ransom is paid to the attacker, who, 
in the ideal case, returns control of the vehicle to the owner. Ransomware has been a highly successful, though 
illegal business with computers and network-connected devices and might also be applicable to other high-
value targets, such as cars and trucks.

To counter such attacks, the security quality of a network needs to be determined and the internal communication 
of a vehicle needs to be secured. TUM CREATE is addressing both of these challenges by developing the 
Security Analysis framework or Automotive Networks (SAAN, see Figure 1) and the Lightweight Authentication 
mechanism for Secure Automotive Networks (LASAN). SAAN allows analyzing networks with methods of 
probabilistic model checking, thus identifying structural weaknesses in the communication architecture and 
giving developers the ability to optimize their networks for security. LASAN offers authentication of ECUs, 
authorization of messages and exchange of symmetric encryption keys, thus forming the basis for secure 
networks. While ensuring security, the real-time constraints in the automotive domain are taken into account. 
This way, safety-critical messages can be transferred within the required time to ensure safe control of the 
vehicle.

For more information please contact Philipp Mundhenk: philipp.mundhenk@tum-create.edu.sg 
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Security in Connected Vehicles
Philipp Mundhenk, TUM CREATE

A modern car contains up to 100 Electronic Control 
Units (ECUs), which are networked over a multitude 
of different bus systems, fulfilling all control tasks 
in the vehicle. Starting from a simple switch for the 
headlights over more complex features, such as the 
Antilock Braking System (ABS), to highly complex 
functions, such as autonomous driving, all data is 
transmitted via these internal networks. With the 
growing importance of the Internet of Things (IoT), 
cars and consequently their internal networks are 
increasingly interconnected with each other and the 
Internet.

Connecting anything to the Internet always contains 
an inherent security risk. All entrance points, 
incoming, and outgoing connections need to be 
secured to ensure that unauthorized access is not 
possible. This holds especially for safety-critical 
systems, such as cars, where a malicious attack can 
cause high financial damages and even loss of life.

Figure 1: SAAN – Security Analysis for Automotive 
Networks using probabilistic model checking.
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Scholarship Gives ‘Building The Future’ Beneficiary Opportunity To Study Medicine

In 2014, Abigail Sim was one of the beneficiaries in TUM Asia’s ‘Building the Future Project’, an initiative which 
ran from 2013 to 2015 in support of The Straits Times School Pocket Money Fund (STSPMF). It aimed to inspire 
youths from disadvantaged families by showing them that the future is in their own hands. Abigail, whom was 
studying in Junior College during that time, was given the chance to go on an all expenses paid trip to visit 
the Technische Universität München (TUM) campus in Germany. 

To further inspire her, she was given the unique opportunity to participate in a “project of her choice” in the 
laboratories at TUM while being supervised by TUM professors. The project gave her a chance to kindle her 
interest in medicine and she chose to conduct research on new anti-virulence drugs, which fight antibiotic 
infections. 

Abigail was recently awarded a Singapore Armed Forces (SAF) scholarship, which would allow her to further 
her education in the medicine field. Now, she will have the chance to realise her dreams. 
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TUM Ranks 11th Place In Global Employability University Ranking

Graduates from Technische Universität München (TUM) are considered to be among the best in the world according 
to the 2015 Global Employability University Ranking by Times Higher Education. The ranking seeks the opinions 
of around 4,600 managing directors and recruiters in 20 countries. This makes TUM the third highest placed 
institution in Europe, after Cambridge and Oxford. 

TUM has consistently been ranked highly in the Global Employability University Ranking. “These results show that 
TUM’s course offering provides the perfect combination of scientific aspiration and practice,” says TUM President 
Wolfgang A. Herrmann.
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Source: www.tum.de/en/about-tum/news/press-releases/short/article/32740/




